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In recent years, there has been a substantial amount of research on quantum computers – machines that exploit quantum mechanical phenomena to solve problems that are difficult or intractable for conventional computers. If large-scale quantum computers are ever built, they will be able to break the existing infrastructure of public-key cryptography (see Table 1). The focus of the Post-Quantum Cryptography (PQC) project is to identify candidate quantum-resistant systems that are secure against both quantum and classical computers—as well as the impact that such post-quantum algorithms will have on current protocols and security infrastructures.
NIST researchers have held regular seminars throughout FY 2017. The presentation topics included the latest published results and security analyses, as well as status reports on quantum computation, hash-based signatures, coding-based cryptography, lattice-based cryptography, and multivariate cryptography. Through these presentations and discussions, the project team has made significant progress in understanding the strengths and weaknesses of the existing cryptographic schemes in each category.
The NIST team also continues to be productive in post-quantum cryptography research. The results have been published at major conferences, such as Real World Cryptography, Number Theory Methods in Cryptography, Selected Areas in Cryptography, PQCrypto, and AsiaCrypt. NIST researchers have given many presentations at venues such as the ETSI Quantum-Safe Workshop, to increase awareness of the upcoming migration to post-quantum cryptography, and to engage with stakeholders in the US and other countries. NIST has also sponsored other research, education, and research events.
In 2016, NIST published NISTIR 8105: Report on Post-Quantum Cryptography, which shared the team’s current understanding about the status of quantum computing and post-quantum cryptography. Shortly thereafter NIST began the Post-Quantum Standardization Process, a thorough multi-year effort with the objective of creating new quantum-resistant cryptographic standards for public-key encryption and digital signatures (see www.nist.gov/pqcrypto). These functionalities are much more complex than AES or SHA-3, and will require fundamentally new techniques to address several open research questions in this area (for example, how to measure security against quantum attacks when a quantum computer has not yet been built). Submitters from around the world are invited to propose quantum-resistant cryptosystems for consideration by NIST as part of the PQC standardization process.  In December 2016, after resolving and assessing public comments, NIST issued the final submission requirements and evaluation criteria.  NIST has received several proposals, and the final submission deadline is in November 2017.  
In FY 2018, NIST will continue to explore the security and feasibility of purported quantum-resistant technologies submitted to the Post-Quantum Standardization Process.  NIST will hold a public workshop in April 2018, co-located with the PQCrypto conference in Florida, during which submitters will be invited to present their algorithms.  The Post-Quantum Standardization Process will proceed with multiple rounds of public evaluation and analysis, with the goal of selecting algorithms for standardization by NIST after three to five years of analysis.
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Table that could be included if desired – somewhere towards the top of the summary.
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	Cryptographic Algorithm
	Type
	Purpose
	Impact from large-scale quantum computer

	AES
	Symmetric key
	Encryption
	Larger key sizes likely needed

	SHA-2, SHA-3
	--------------- 
	Hash functions
	Larger output likely needed

	RSA
	Public key
	Signatures, key establishment
	No longer secure

	ECDSA, ECDH 
(Elliptic Curve Cryptography)
	Public key
	Signatures, key exchange
	No longer secure

	DSA, DH 
(Finite Field Cryptography)
	Public key
	Signatures, key exchange
	No longer secure



